UBND TINH BINH PHUOC CONG HOA XA HOQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Pic 1ap — Tw do — Hanh phuic

S6:1389/SGDPT-QLCLGD Binh Phuéc, ngay)] thang 4 nam 2024
VN tang cuong tuyén t[uyén phong ngtra
hanh vi kra d4o, chiém doat tai san
trén khdng gian mang

Kinh gui:
- Cong doan nganh gido duc tinh;
- Cac phong thuoc S6 GDDT;
- Phong GDDT cac huyén, thi x4, thanh phd;
- Cac don vi1 truc thuoc S6 GDDT;
- Trung tdm GDNN-GDTX cac huyén, thi xa.

Trong thoi gian qua, trén ca nudc ndi chung va dia ban tinh tinh Binh Phudce ndi riéng,
tinh hinh toi pham st dung khong gian mang dé thyc hién hanh vi lira dao, chiém doat tai san
dién bién phtrc tap, co chiéu hudng gia ting, phuong thirc, thit doan ngdy cang tinh vi, gay
thiét hai 16n cho nguoi dan, gy btrc xtc trong du ludn x3 hoi, 1am anh huéng dén an ninh,
trat tu va doi séng cua nguoi dan. Mot s6 thu doan ltra dao phé bién nhu: Gia danh céc co
quan tu phap (cong an, vién kiém sat, toa 4n...), mao danh, gia danh can bo, chién sy quan
d6i; tuyén cong tac vién trén cac san giao dich dién tir, vay online...; chiém quyén Cé4c tai
khoan mang xa hoi dé mao danh vay tién ban be, nguoi than; két ban 1am quen, htra hen tang
qua c6 gia tri, ... Nan nhan thuong bi ké lira dao dan dy, thao ting tim 1y, gai biy yéu cau ndp
tién, chuyén tién dé chiém doat. Xu hudng trong thoi gian t6i cac dbi twong s& loi dung cong
nghé¢ cao nhu Al, Chat GPT, mang xa hdi, ... dé hoat dong, tri¢t dé loi dung nhirng vudng
mic, so hd, bat cap trong cac quy dinh ciia phap luat dé hoat dong lira dao véi cac hinh thirc,
thi doan bién tudng. Céac ddi twong thanh lap cac doanh nghiép, 1ap cac App, Website dé hoat
dong, diéu hanh hoat dong, moc ndi véi cac doanh nghi¢p co6 churc nang, sir dung SIM “rac”,
tai khoan 4o dé kinh doanh, budn béan, kéu goi von, ting qua, ... hét strc tinh vi v6i nhidu bd
phan.

Nham tiép tuc ting cudng nhan thirc, kién thirc, k§ ning can thiét d¢é nhan dién, phong
ngira lra dao trén khong gian mang, han ché rui ro va bao vé tai san nguoi dan néi chung va
can b9, cong chtrc, vién chure, nguoi lao dong, hoc sinh nganh giao duc va dao tao noi riéng,
S& Gido duc va Pao tao (GDDT) yéu cau cac phong thudc S&, phong GDBT cé4c huyén, thi
x4, thanh phd, cac don vi truc thude So, trung thm GDNN-GDTX cac huyén, thi xi (goi chung
1 don vi) thuc hién mot sé ndi dung sau:

1. Ra soat, nghiém tac trién khai tuyén truyén vé nhan dién va phong chong lira dao.
Trong d6 luu y tuyén truyén cac ndi dung cu thé:

- Cac thong tin, tinh huéng, diu hiéu vé lra ddo truc tuyén s€ duogc cap nhat thuong
xuyén tai Cong khong gian mang qudc gia (https://khonggianmang.vn); 3 nguyén tic vang”
dé phong chdng Iira dao (https://canhbao.khonggianmang.vn/dauhieuluadao/).

- Néu phat hién céc trang thong tin dién tir ddu hiéu gia mao, lira ddo hiy gti phan anh
vé dia chi ctia trang Canh béo an toan thong tin Viét Nam (canhbao.khonggianmang.vn).
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- Thure hién nhén tin, goi dén cac dau sb (Tong dai s6 156 hoic 5656) dé phan anh thong
tin vé tin nhin rac, cudc 201 ¢co diu hiéu goi rac, cudc goi co d4u hiéu lira dao:

+ Cach 1: Tin nhén rac: soan tin nhin v6i cu phap: S (sé dién thoai nguén phat tan)
kém nodi dung phan anh giri 156 (hoic 5656). Cudc goi co dau hiéu goi rac: V (sé dién thoai
nguén phat tan) kém ndi dung phan anh gii 156 (hoac 5656). Cudc goi co dAu hiéu Itra dao:
soan tin nhan voi ¢t phap: LD (sé dién thoai nguon phdt tdn) kém ndi dung phan anh giri
156 (hoac 5656).

+ Cach 2: Ngoai nhén tin, ngudi dan c6 thé goi toi dau sb 156 (cac doanh nghiép vién
thong s& ap dung viéc mién phi cudc cudce goi) dé cung cap thong tin (vé sé dién thoai vira
thyc hién cudc goi cod d4u hiéu cudc goi rac, cudc goi ltra ddo; trich dan mét s6 noi dung c6
lién quan...) theo huéng dan cua téng dai vién.

+ Ngoai ra, ngudi dan c6 thé phan anh tin nhan rac, cudc goi rac qua Dich vu hd tro
tiép nhan tin nhin rac, thw dién tir rac, cudc goi rac ciia Cuc An toan thong tin, Bo Thong
tin va Truyén thong bang cach: Truy cap dia chi https://thongbaorac.ais.gov.vn va thyc hién
cac Budce theo huéng dan tai website.

2. Theo ddi va chia sé kip thoi thong tin canh bao tir cac tai khoan mang xa hoi sau vé
thi doan Ira dao tryc tuyén trén cac trang fanpage ctia don vi.

- Trung tAm Giam sat an toan khong gian mang qudc gia: www.facebook.com/govSOC.

- Céng Khong gian mang quéc gia: www.tiktok.com/@congkgmag

3. Tiép tuc ra soat, thuc hién nhiém vu theo chi dao, huéng dan tai cac vin ban:

- Ké hoach 1931/KH-SGDDT ngay 24/6/2021 cta S GDDT vé tuyén truyén nang cao
nhan thirc va phd bién kién thirc v& an toan thong tin giai doan 2021-2025;

- Ké hoach 1479/KH-SGDPBT ngay 16/5/2023 ciia S& GDDT vé trién khai thyc hién
Chién luge An toan, An ninh mang qudc gia, chi dong ing pho véi cac thach thire tir khong
gian mang dén nam 2025, tim nhin 2030 nganh Gido duc va Pao tao tinh Binh Phudc;

- Cong vin sé 319/SGDPT-QLCLGD ngay 29/01/2023 cua S& GDDT vé viée ting
cuong cong tac dam bao an toan, an ninh mang.

S¢ Gido duc va Pao tao dé nghi Cong doan nganh quan tdm phdi hop huéng dan cac
Cong doan co s& trién khai thuc hién.

Yéu cau lanh dao cac don vi chi dao, t6 chirc thuc hién nghiém tic cac ndi dung néu
trén./.1 —r
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Noi nhén: GIAM POC
- Nhu trén;

- Giam déc, cac Pho Giam déc;

- UBND céc huyén, thi x4, thanh phé (dé p/h);
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