UBND TINH BINH PHUOC CONG HOA XA HOQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc 1ap - Tw do - Hanh phuc

S6: 4062 /SGDDT-QLCLGD Binh Phuwéc, ngay 29 thang 11 nam 2023
Vv trién khai thuc hién cac bién phap

dam bao an toan, bao mat thong tin
trén cac ung dung cong nghé théng tin

Kinh guri:
- Cac Phong thuoc So;
- Phong GDDT cac huyén, thi x4, thanh phé;
- Cac don vi truc thuoc So;
- Trung tdm GDNN-GDTX cac huyén, thi xa.

Ciin ¢t Cong van sb 1691/STTTT-TTBCXB ngay 24/11/2023 cua S¢ Thang tin va
Truyén thdng vé viéc trién khai thuc hién cac bién phap dam bao an toan, bao mat théng
tin trén cac tng dung céng nghé thdng tin,

S Gi4o duc va Pao tao (GDPT) dé nghi Phong GDBT céc huyén, thi x&, thanh ph
(chi dao cac co s¢ giao duc trén dia ban), cidc don vi truc thuoc S GDDT, Trung tam
GDNN-GDTX céc huyén, thi x4 trién khai thuc hién mot s6 ndi dung sau:

1. Cai dat phan mém diét vi rat, mat khau manh nham han ché tan céng mang (Mat
khau bao vé 02 16p, dai it nhat 08 ky tu gom chir hoa, chir thuong, s6 va Ky tu dac biét, ...)
cho may chu, tat ca cac ang dung mang xa hoi, tai khoan thu dién tir, USB Token va Sim
ky s0, ... dam bao an toan, bao mat thong tin cho don vi, c& nhan.

2. Ra soét lai cac thiét bi man hinh Led dang st dung c6 két ndi mang khéng day
(Wifi, Bluetooth, ...) dé trién khai cac bién phap bao mat, bao d¢am an ninh, an toan thiét
bi.

3. Khi str dung man hinh Led, wu tién st dung chirc nang két ndi bang USB hoac
két néi truc tiép bang day tin hiéu; trong truong hop bat budc phai két néi qua séng wifi,
Bluetooth. Y&u cau doi mat khau két ndi mic dinh caa cac man hinh Led thanh dang mat
khau phuc tap; thuong xuyén kiém tra hoic thay d6i mat khau trude khi bat man hinh Led.

4. Tang cuong thong tin tuyén truyén gido duc cho can b quan ly, gido vién, nhan
vién, cha me hoc sinh, hoc sinh, ... ndng cao nhan thirc va ky nang bao dam an toan thong
tin; phong ngtra, chdng vi pham phap luat va toi pham trén mang Internet.

5. Quan triét cho can bg, cong chtrc, vién chuc duoc giao nhiém vu quan ly man
hinh Led tai cac co quan, don vi nang cao y thirc canh giac, tang cuong cong tac dam bao
an ninh va an toan thong tin.

S Gi4o dyc va Pao tao yéu cau Thu trudng cac don vi chi dao, trién khai thuc hién
nghiém tuc./.

(Guri kém: Cam nang an toan tryc tuyén va Cam nang nhdn dién va phong chong
lira ddo tryec tuyén cia Cuc An toan thdng tin - Bé Thang tin va Truyén thong), .
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